The "Left to Right, Top to Bottom' of Network Security

The successful approach to any project lies in
finding its unique formula, and using that as a
road map. A natural, logical plan of attack is
working from "left to right, top to bottom". In
our case we are looking for the "left to right, top
to bottom" specific to developing a security
policy and action plan for any organization,
regardless of their size, location, number of
employees, industry or the way in which they are
connected to the Internet.

The precise business security details for different
company sizes and industries vary, but the steps
are the same: prevention, detection, forensics and
response. The order of these steps is also critical.

Prevention

The first step to business security is to prevent a
problem. Prevention begins with an assessment
of the known vulnerabilities of your own
organization and installation of appropriate
defensive, or preventive, measures. Every
business, whether it is a one -person shop, a ten-
person agribusiness or a multi-national
corporation, needs preventive measures in
today's online economy. Preventive measures
include firewall systems, behind which you can
hide your personal computers, servers or
networks, and special email filters and virus
scanners that detect and eradicate malicious
software in the form of computer viruses, worms
and Trojan horses.

Increasingly businesses are finding that they are
legally liable if their computers are breached and
private client, employee or supplier information
is exposed. Legal liabilities may also be imposed
if their computers or servers are used as
launching pads for attacks against other
organizations. Often, this happens without the
business having any knowledge that their
systems have been compromised.

Detection

If prevention, the first line of defense, fails, the
attempted or successful attack must be detected,
and reported. This is a part of the 'alarm system'
built into firewalls and virus scanners.

A firewall, or similar defensive system, is able to
provide information about an attack that is
critical to assessing possible damage and the
source and nature of the attacks. Even a small
home-based business is likely to see dozens of
attacks every hour from universities, high school
students, professional hackers or even terrorists.

Any business may be subjected to an ad hoc
attack and/or a targeted attack. Either one can
adversely impact business operations, but
detecting the type, and often source, of the attack
provides critical intelligence. An ad hoc attack is
not aimed at a specific business or individual,
but rather is more generic in nature, such as
checking the vulnerabilities of all clients of a
certain Internet service provider, or all
businesses using DSL lines or the services and
lines of a specific cable company. Each Internet
access technology has its security strengths and
weaknesses.

A targeted attack, on the other hand, is aimed at
a specific individual or organization and may
take many forms with the same objective in mind
- exploiting or damaging a specific organization
or individual. Very often a broad and virulent
'ad hoc' attack is used to hide a targeted attack.

Forensics

Computer forensics can help determine who
perpetrated the attack, but most often are used to
assess the extent of damage and an appropriate
response.

Network forensics is a complex area, but
generally is a process of comparing different
versions of files. If the payroll file is supposed
to be updated on Wednesday and changes are
made over the weekend, what changes were
made, and why? Are they valid and authorized?
A key tool in this area is backing up computer
files and comparing with older, saved versions.
Restoring saved copies of files is often the only
way to recover from certain security breaches.

Forensics can also examine '"electronic
fingerprints" and intruders' methods of operation
that might be used to point to a specific



organization or individual, or in any case narrow
down the list of subjects and/or motives.

Forensics are as important to any size business as
they are to law enforcement and, at minimum,
are used to close exploited vulnerabilities in
computer defenses and avoid repeat attacks. At
the other extreme, forensics is used for legal
prosecution of the attackers, though this is a very
rare case.

Response

Response is just that: your organization's
reaction to the attack. In most cases the response
is to fix the vulnerabilities that were exploited by
the attackers and monitor for future attempts to
exploit the vulnerabilities. In some cases,
however, organizations will retaliate against
alleged attackers. This is known as "hack back"
and does not always achieve the intended result,
as hack backs can be misdirected at unknowing
targets.

Your "Left to Right, Top to Bottom"

Armed with this general approach, organizations
of all sizes should assess their own
vulnerabilities, attempt to prevent problems,
detect and report them when problems do occur,
use forensics to learn more about what happened
and craft an appropriate response.
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