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emall protection

ultimate security and privacy for emall

assessing the risk

Efficient and economical, email is today's critical
business communications tool. But there's a
downside to our reliance on email — extreme
vulnerability to security threats and a huge drain
on productivity through spam. Consider the risks:

Spam. Spam accounts for up to 80% of email
traffic. If each one of your employees spends

30 minutes every week sorting through their emails
to delete spam, what is the impact to your bottom
line? Also consider the amount of bandwidth and
email server space that is wasted receiving and
storing unwanted messages. What if this waste
could be eliminated before it reaches your network?

False positive spam. Many anti-spam solutions
are not specifically designed for business. The
results are high false positive rates, meaning many
legitimate emails are labelled as spam and deleted.
Imagine the impact if your customers’ emails were
consistently blocked.

Viruses. Email may contain viruses that can
infect and shut down your critical systems and
applications. If your email server is corrupted,
you could potentially lose all your customer
correspondence — not to mention the costs to
recover your system.

Phishing. Through links embedded in unsolicited
emails, users are lured to seemingly legitimate Web
sites. They are then encouraged to enter personal
information which is in turn stolen and sold on the
plack market.

Loss of privacy. Email is the equivalent to a virtual
postcard. As emall is sent over the Intemet, there is
a real risk that someone other than the sender or
the receiver can intercept, read or tamper with it.
Imagine the potential impact to your customers and
your brand.

the better way to protect email

TELUS offers a suite of fully managed solutions
specifically designed to protect all aspects of emall
communications — spam, viruses, encryption and
archiving. The advantage of a fully managed solution
is that TELUS takes care of all monitoring and
maintenance. Your organization does not have to
provide the skilled resources that are required to
manage and support a growing security infrastructure.
TELUS Emall Protection delivers key business bengfits:

Industry-leading uptime and message delivery.
With TELUS' superior network uptime, your email will
be delivered promptly.

Effective spam filtering. Our spam filtering and
false-positive rates are the best in the industry. TELUS
has a false-positive rate of less than 1 in 250,000
messages (0.0004%).

Excellent virus protection. Unlike premise-based
solutions, our virus definitions are updated every
10 minutes, 24x7.

Unbeatable privacy protection. Apart from
filtering for unwanted content, email processed by
TELUS servers is never changed, read, copied,
distributed or otherwise tampered with.

Compliance with legislation. Our encryption and
archiving solutions can help your organization meet
government and industry regulations regarding emalil
communication. Regulations may include archiving
email communications for a number of years. Privacy
legislation is also forcing the encryption of outgoing
emails that contain private customer information.

No up-front capital expense. TELUS Emalil
Protection solutions are hosted, which immediately
lowers costs associated with processing spam.
There is no software to buy or install, and no
hardware to configure or maintain.

Free up IT resources. Instead of getting bogged
down with system maintenance and updates,
your IT people have the time to focus on more
strategic projects.

comprehensive
protection

TELUS Email Protection comprises

a suite of services that can:

Filter spam

Scan and eliminate viruses
Enforce policy

Provide status reports
Archive emall

Provide message continuity

Encrypt emall
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security and privacy assurance
TELUS Email Protection solutions employ rigorous measures to ensure
the privacy and security of your information and data:

m Physical security. TELUS maintains rigid security at its corporate
offices and remote data centres where client data and information
are housed.

m Application security. All application and server interfaces are
password-protected over SSL encrypted tunnels.

m Data security. Emalils sent via our Secure Malil Service are
encrypted, and access to that data is controlled by strictly enforced
policies.

m Personnel security. TELUS maintains strict policies for any staff
who are allowed access to customer data and information.

take a closer look

TELUS Email Protection offers best-in-class solutions for seven key
aspects of email communications:

m Spam filtering

m Virus scanning

m Policy enforcement

m Status reporting

m Email archiving

= Message continuity

m Emalil encryption

spam filtering

TELUS Email Protection uses proprietary, multi-layer spam technology
1o ensure that unsolicited email is automatically filtered before it enters
your corporate messaging system. Our solution includes:

um Real-time attack prevention. All inbound email connections to
the TELUS network are examined in real time, pre-emptively
blocking servers that send illegitimate messages.

m Blacklisting. Our proprietary custom blacklist of known spammers
serves as a primary filter, blocking all messages from known
abusers. Unlike public blacklists that follow a “block first, ask
questions later” philosophy, our list is verified and accurate.

m Fingerprinting. Electronic fingerprints of known spam messages
are matched against inbound email, allowing for high intercept rates
against spam that is difficult to detect.

= Rules-based scoring. To determine if the message is spam, our
rules-based system matches messages against a database of more
than 10,000 unigue rules and then assigns points based upon
characteristics of the message.

CONNECT WITH US TODAY FOR BUSINESS SOLUTIONS
Contact your TELUS Account Executive or call 1-866-GO-TELUS
telus.com
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virus scanning

TELUS Email Protection offers the most complete anti-virus service on
the market. All inbound and outbound messages, attachments and
documents are scanned for viruses and Trojan horses. While the typical
business user might update virus lioraries daily or weekly, TELUS
updates virus definitions every 10 minutes, 24x7.

policy enforcement

QOur blocking capabilities allow your organization to control inbound and
outbound messages based on policy rules and message attributes.
Potentially destructive, objectionable and unwanted files will be unable
to gain access to your email infrastructure. This feature also prevents
sensitive and confidential data from leaving your network.

status reporting

TELUS Email Protection provides tools for administrators to set filtering
parameters and blocking rules. Reports include graphical views of
message traffic, incoming and outgoing mail reports, results of virus
scans, number of messages rejected by filters, spam totals, top

25 emall senders and recipients, and top 25 spam recipients.

email archiving

TELUS Message Archive is an advanced message archiving and
compliance system for email and instant messages. It can help your
organization preserve the productivity and benefits of electronic
communication while complying with the regulatory and legal demands
placed upon businesses and their communication systems.

Message Archive intercepts and makes copies of inbound, outbound,
and internal email as well as IM and other communication. Message
copies are stories in a secure, tamperproof archive. Comprehensive
indexing allows stored messages to be searched quickly and easily.

message continuity

TELUS Message Continuity is an always-on, email continuity and
disaster recovery service that ensures continual access to email
functionality during disaster and emergency situations.

email encryption

TELUS Secure Mall is a simple, cost-effective desktop-to-desktop
email encryption service. It uses proven industry encryption standards
and does not interfere with your existing email infrastructure. TELUS
operates the infrastructure (hardware and software) for encryption,
decryption and management of digital identities. All TELUS Secure Maill
processes are invisible to users.

—7 TELUS

the future is friendlye




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


